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CDEIL. %R £%t DoctorWebPacific DB RETEBALIZE, FICHYNESITESWVET , AAAFIL, 1O THE
#HHERETHAN=ELEEHBIT(Z, Dr.Web Mail Security Suite(BL T MSS)ZE & RIZIBEWN-1K{I=H D FIE
FRATHEHRELGVET  Ad. FEMESECIREDORBICEALEL T, HRI-aTIILETSEIFEEL,

1. [XC®IC

1.1 AtV REEDZS
T4tV RFEE (L. Doctor Web Pacific(LL R, DWP)F =L, DWP /N\—rF—E &Y EFA—ILAEELLL
FEDHEADHET. BERANESFNLET,

1.2 SAEVAREICEFTFNOIAR
FAEVAFEICIE UTOFA/ U RICET A ERMN BB SN TEYET DT, KUIZREL TS,
> custmer(BEHRIFR)
> product(BEAZRKE)
> serial number(8 & A+ —a—F)
> license term(51 > X EAH)
> protected objects (BEAZ A2 X))

1.3 PRATLEH
DRAT LEHICOELELTIE, FiE URL 228 HIZELY,
https://download.geo.drweb.com/pub/drweb/unix/mail/11.1/documentation/html/en/dw_9_sysrequir

ements.htm

2. RIBATIREH
AEL. TRORBETIHERERO LERLTEYFET,
> OS
Cent OS 7.5 (64bit)
> MTA LU /N—Tav
Postfix 2.10.1
» selinux
i3]
» firewalld

i3]
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3. i
3.1 AVAM—LIREDHERR
311 AR M=IEHINYT—ODHER
0S BIZLUTONYTr—UDNAVRAR—LENTOSNHERL. AV A= ILENTWVEWMER XAV A—ILLTL
fZ&Ly,
» Cent 0S 7.5
glibc.1686 . glibc.x86_64 . glibc-common.x86_64 . nss-softokn-freebl.i686 . nss-softokn-freebl.x86_64 .
perl. perl-Data-Dumper. perl-Sys-Syslog

3.1.2  LBID/NA—3 2D MSS NS VA R—ILENTWRES
AVAR—=IILTBN—2a3 0 EYEHIVMSS AU AR— LS TWVSIEE 1L, 16.8 LIRTD/A—23> D MSS D7
DAV AR—=)LIIZEBEDFIEICHKEL, BRIZT AV RAR—ILZEREL TS0,

3.2 YIROKJHRTE
MSS ZURS RN AV AR—ILTBIHE . LTDIARUREEITL TS,

# wget https//repo.drweb.com/drweb/drweb-repoll.1.rpm

# rpm —ivh drweb-repoll.l.rpm

3.3 Z7AIL
UTDI7AVERBELTLESV, F—T7MLE VAV RAM—5D AFAHEIZDOWTIL, ITDr.Web 40—
F&TFZITAR—avHAR 1S RLTZELY,
i@, MSS ZURSMIMSA U RN—ILT BIFEE AV A—F(run T7MIL)DFE I A—FEFETY,
> F—T7AILEFE
drweb32.key £L<I& agent.key ZFHEL. 1V RAb— LR R D H—/ZaE—LTLZELY,
ESS 4—/3(\—23> 11)D Agent EL TR T H5E (., B3P —/ D drwesd.pub 77/ ILEAELTK
=&y,
¥ AV DESK #—/30 Agent ELTHRT LI TEE A,
> AVARR—5
A2 A—=5(run Z71IV)EAEL. 1A=L R DY —/\ZaE—LTESLY,
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4. AVA—IL

4.1 VIROR) DDA A—)L
1) UTFOav rEETL.MSS DAV AR—ILEEFTLET,

# yum install drweb-mail-servers

2) AVAC—ILHATETLRZE. F—T74/L(drweb32.key HLLIE agent.key) % /etc/opt/drweb.com/(Z
drweb32.key ELTaE—LZET,
3) LUTOavUreRfTL. y—ERZBEBLET,

# systemctl restart drweb-configd

4) LTFOaATUREEFTL. MV AN EEICHEARAENTOAIMNERELET,

# drweb-ctl license

License number <Key No.>, expires <74t AHiR> (<F%Y) H#>)

4.2 AVAF—5(run)ho>DAA+—)L
1) AYAR—F(run Z7AI)D/IN—3IvSavErEHL, ETHEEZHELET,

)
# chmod +x <AV Ab—5%&>
2) UTOIaATUREEFTLET,
# <AV ARN—5%>

X T7AIVDOREMNIBEVET,
3) LUTOAvE—UMRTEINTS, Tyes/EA AL, Enter | F—%HLET,

This installation script will help you install Dr.Web for Mail Servers

Do you want to continue? (YES/no)

4) HUTDOrAvE—UMNRTEINTZ5, Tyes]EA AL, [Enter )1 F—%HLET,

Do you agree with the terms of this license? (yes/NO)

5) UTDAvt—UhRRENFL, [Enter | F—EHLET,

Dr.Web packages repository is added to your repositories list.

% ESSH—/N\LEHKSEDIIGSIILUEDFIEIXITHT . [5.5 ESSH—/N\EDIEHKIZSBL TS,
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6) F—I74)L(drweb32.key £LLIF agent.key)Z/etc/opt/drweb.com/drweb32.key ELTAE—LET,
N UTOIvYURERFTL.Y—ERZBEHLET,

# systemctl restart drweb-configd

8) LITOaATURZEEFL. . SAEVANERIZEARAENTNAIERLET,

# drweb-ctl license

License number <Key No.>, expires <54/ t> AHIE> (<FEY B #>)

9 LUTOIaATUREEFTL.MSS Oav R—xoMNIFTRFdSL)EBEH LET,

# yum update drweb*
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5. MTA L&

MSS11 Tl Z4IIE—FE—KRETOXFOE—RD 2 DODEEE—FAHYET  FHINTLVS OS BLU MTA

&Y. FIATRGE-—FAEGYET D TITEELZSLY,

Ff- BERTEZTOANICMTA ZFEALTERITA—IILOEZENTESZELHERL TS,

> J4ILE—FE—F

MTA &L T, Postfix, Sendmail, Exim OWF MW ZEFERALTNVSIGEE. 74/ 3—E—FRZEFERAL TS,

%  FreeBSD TlXIboDE—FEFERALTEELY,

% MSS6 2815 drweb-mail-servers ERIFRIZ, MTA OREEZEABELLZYET,

X RKHARTIK,. THLITDOWTEREHELTEYET .

<<TAIWE—FE—FRIZEITRA—ILDFh>>

Mail Server
(MTA)

- -'—,— +

MUA

x

User

Dr.Web for UNIX Mail Servers

Dr.Web Network
Checker

Dr.Web Updater

» Dr.Web Cloud
-—-- service

Dr.Web
update servers
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> JaXTE—F
Postfix, Sendmail. Exim U D MTAZERALTLSHEICIE, T4 2—E—FTIFEK MSS11 &85 T
AXS LLTEMESE D TAF D E—FEFEAL TS,
%  FreeBSD Tl FHTEFEH A

% MSS6 2815 drweb-mail-gateways ERAY  A— L DEREBEXHYEE A,
¥ AATARTIE.BELTEYVEEA,

<7AOFLE—RIZBITEA—ILDFN>>

Dr.Web for UNIX Mail Servers

Dr.Web Scanning Engine s e Dr.Web ConfigD
Checker
Virus-Finding Engine E

Dr.Web MailD : NetFilter
Dr.Web Firewall (iptables)

SpIDer Gate

Databases

Dr.Web Updater Dr.Web CloudD [ _____‘:___’ MTA/MUA | ___, 3

User

Dr.Web Dr.Web Cloud
update servers service

Mail server
(MTA/MDA)
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5.1. REAE
MSS11 MERFEIL. "drweb-ct]’ AT RELLE Web A 3—Tx—XAMNSEHETHENTEET,
PHKEETIE, MSS11 ZAVRR—)LLI=H—/NETLT® URL IT7 92X F 5 &l2&Y, Web 12 8—Tx—
RAERKTENTEET,
URL © httpsi//127.0.0.1:4443/
ID : root
Password @  root M/NRT—k
¥ HERETIE, DR D Web 10 8—Tx—REFKIEFTEEE A,
¥ DKM Web 10 3—T1—ZAADT I ERAZHREICT HIERIE. LTOITUFEERITLTES
LY,

# drweb-ctl cfset HTTPD. AdminListen <IP 7KL X>:4443

5.1.1  JAILE—E—FTOA—)LAER(IZEIT HHHHTE
A— L DB (X, T )LA—FE—R TIL"MailD.MilterHook"IW T Lua R TrERAWTHRELET . IHRET
T LTFOABNRESNTLES,
i# . MSS6 EEGY, BEDAZHIBRL TA—ILEERETHIEO. A—ILBRZREET H_LETEFE A,

F. ZHAPOSIA U RIZTOFRANRLNEENTWVEWMEE X ANLICETIREEIEELTOSERIE
HIBRL TS,

® Spam Score A% 100 LA EDA—)LEER (reject) L. TN I LD NEBEEEHELI-&IZEIE.
¥ LUFI& Spam Score AY 100 RiFDA—ILIZK T HNEELGYETS,
® "X-DrWeb-SpamScore" . "X-DrWeb-SpamState" . "X-DrWeb-SpamDetail" .
"X-DrWeb-SpamVersion". "X-AntiVirus"® &S —%1B0,
® A—)LM5"known_virus", "virus_modification", "unknown_virus", "adware", "dialer"ht@HEh -
BE X, repack(Ft D A—)L% quarantine.zip [ZEHE).
® A—JLIZiEESINT-HFT T ("infection_source", "not_recommended", "owners_notice") 2% 2T B

URL A& ENDHZEE L. repack(GTD A—)L% quarantine.zip [Z[E#HE).

) ° . .
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local dw = require "drweb"

i function milter_hook(ctx)
-- Reject the message if it is likely spam
if ctx.message.spam.score >= 100 then
dw.notice("Spam score: " .. ctx.message.spam.score)
return {action = "reject"}
else
-- Assign X-Drweb-Spam headers in accordance with spam report
ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)
ctx.modifier.add_header_field("X-DrWeb-SpamDetail", ctx.message.spam.reason)
ctx.modifier.add_header_field("X-DrWeb-SpamVersion", ctx.message.spam.version)
end
-- Check if the message contains viruses, repack if so :
for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification", !
i "unknown_virus", "adware", "dialer’%} do i
; ctx.modifier.repack()
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))

end
-- Repack if unwanted URL has been found :
for url in ctx.message.urlsicategory = {"infection_source", "not_recommended", i

! "owners_notice"}} do
' ctx.modifier.repack()
dw.notice("URL found: " .. url .. "(" .. url.categories[1] .. ")")
end
-- Assign X-AntiVirus header
ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: ]")

-- Accept the message with all scheduled transformations applied

return {action = 'accept'}

5.1.2  TOFLE—FTOA—)LECEET 2 MHARE
A—)LOAUE (L, TOF L E—FTlE LinuxFirewall. RuleSet" N CAIBIL—ILERELET . IHIRETIL. U
TDORNZE(smtp, imap. pop3 IZET LD DHERLRB)NBRESNTLET,
i, MSS6 EEZY BEDAZHIBRL TA—IVERET HIEN. A—ILBERZREET S EIETEEEA,

& EFEMOATIUA Dr.Web Firewall for Linux @ File Filter FRETIAVIRRELH>TLNDELDIE,
SMTP D5 & FEBREJECT), POP3 &1 IMAP D54 [XEHEL THIE(REPACK as _match)

® JF—)LA®M URL OA73Y A Dr.Web Firewall for Linux 0 Web Filter £ %E T OvIRHEEHOTLY
53DI%. SMTP DI5EIEIEEFREJECT), POP3 LU IMAP D54 L EHEL TEIE(REPACK as
_match)

11 / 47 Copyright © Doctor Web Pacific Inc. All rights reserved.



i LinuxFirewall.RuleSet1 = : set UnwrapSSL = false

i LinuxFirewall. RuleSet1 = divert output : set HttpTemplatesDir = "output"

i LinuxFirewall. RuleSet1 = divert input : set HttpTemplatesDir = "input"

i LinuxFirewall.RuleSet1 = divert forward : set HttpTemplatesDir = "output"
i LinuxFirewall.RuleSetl = : set MailTemplatesDir = "firewall"

LinuxFirewall.RuleSet5 = protocol in (Http), direction request, url_host in |
: "LinuxFirewall.Blacklist" : BLOCK as BlackList :
] LinuxFirewall. RuleSet5 = protocol in (Http), direction request, url_host in !

"LinuxFirewall. Whitelist" : PASS

iLinuxFirewall.RuleSeW = protocol in (Http), direction request, url_category ini
"LinuxFirewall.BlockCategory" : BLOCK as _match

i LinuxFirewall.RuleSet9 = protocol in (Http), divert input, direction request, threat_category in !
: "LinuxFirewall.BlockThreat" : BLOCK as _match :
i LinuxFirewall.RuleSet9 = protocol in (Http), direction response, threat_category in :
; "LinuxFirewall.BlockThreat" : BLOCK as _match ;
i LinuxFirewall.RuleSet9 = protocol in (Smtp), threat_category in "LinuxFirewall.BlockThreat" : !

- REJECT

LinuxFirewall. RuleSet9 = protocol in (Smtp), url_category in "LinuxFirewall.BlockCategory" : !
. REJECT :
i LinuxFirewall. RuleSet9 = protocol in (Pop3, Imap), threat_category in |
; "LinuxFirewall.BlockThreat" : REPACK as _match i
i LinuxFirewall. RuleSet9 = protocol in (Pop3, Imap), url_category in |

"LinuxFirewall.BlockCategory" : REPACK as _match

5.2. Z4ILA—E—F
5.2.1 MTA & DEHEHREMSS11 DFRE)
MTA &E#9 5= D Socket DEREFITLNET .
% LIBEIE MTA &L T postfix ZFALTWSEEDRELLYET,
1) Web A24—Jx—RICATA(VLET,
2) EfIOA=a—Mi[Settings]EVJVILET

%5 Dr\WEB

25 Main
Threats
Settings

i Information

? Help

Password for attached
archive with threats

Scan File...

[» LogoOut

hitps:// 4443/ # s<ttings
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3) XIZIMailD&E5)vHoLET,

Settings General Settings [Reot] Q
General Settings Al Changed  Ini Editor
Dr.Web Firewall for Linux v General

AdminGroup Not specified

Dr.web ClamD B
Group of the product admin

Seanning Engine TH‘StEd:G"‘?uF . o drweb
File Checker

Updater

I
]

Dr.web ES Agent

Network Checker De_fauIiLogLever\ o Notice -

Dr.Web HTTPD

Dr.web SNMPD LoglLevel Notice -

MailD I Log I syslog:Daemon
te tries into Syslog or in .

4) E@EmAAIIZRTEN=IMailD IR—C KD Milter Connections |73V (ZFELET .

5) TMilterScoket |D”Not specified”&EMNTWNBEREIVVILET,

Settings

General Settings

500
Dr.Web Firewall for Linux

Dr.web ClamD

Not specified

Scanning Engine

File Checker
Updater
Dr.web ES Agent

MilterRuleseto Not specified
Network Checker Set of rules for Milter #0
Dr.Web HTTPD

MilterRuleSet1 : set MailTemplatesDir = "milter”
Drweb SNMPD Set of rules for Milter #
SplDer Gate MilterRuleSet2 Not specified

Set of rules for Milter #2
MailD

hd Milteri leSet: tatal snam sence ot 080 - BEIECT h

6) RTRESNEEET.MTA NENETEH5—/3D IP PRLRAEEEADKR—E'<IP ZRLA><iR—FEB>“D
R THEEL. SavelRAVEVvILET .

MilterSocket

127.0.0.1:8025

¥ EEIE.MTA & MSS11 AR—H—N—LEIZTAVRF—ILENTWBIEEDIETEHELY .,
MilterSocket &L TI127.0.0.1:8025 1% EELTLVET,
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14:':
)

¥ “drweb-ctl"ARURTHRET DHE L. TRRELBVET,

# drweb-ctl cfset MailD.MilterSocket 127.0.0.1:8025

7) MilterSocket AR ESN-ZEEHERLET,

SENGS

127.0.0.1:8025

rRuleset0 Not specified

rRuleSet : set MailTemplatesDir = "milter

MailD

eSet2 Not specified -

% “drweb-ct]’ AV R THERT HHEIE. TRELRYET,
# drweb-ctl cfshow | grep MailD.MilterSocket

5.2.2  MTA & DEHERTE (Postfix DERE)
MSS11 LEETB-ODHREEITLET,
¥ TFEREVZATILORBEL SRS,

https://download.geo.drweb.com/pub/drweb/unix/mail/11.0/documentation/html/en/dw_9_mta

_integration.htm
1)  MTAPostfix) A Ab—LEht=H—/\ 2O 1 LET,
2) main.cf ZBE. U TORBEEMLET,

smtpd_milters = <type>:<MailD socket>
milter_content_timeout = 300s
milter_default_action = tempfail

milter_protocol = 2

% "<type>:<MailD socket>"1Z[&. 5.2.1 TE&E LTz MilterSocket Z"inet:<IP ZFL X>:<iR—FE>"
DX TIEELTZEW, HlZIE, MSS11 T MilterSocket £LTI127.0.0.1:8025 1% 8 ELI=GE
[Z1&. main.cf TlEMnet:127.0.0.1:8025 ] E3FTE L TFZELY,
3) Postfix #HEELET .

14 / 47 Copyright © Doctor Web Pacific Inc. All rights reserved.



5.2.3  ENEHERR
ERBICEETETCVSIIERETVET,
VEIRETIEIATIZH ASNEIRBERDEN ORI DHDEEFEEFTRIZ. PC LOA—ILISAT UL A
—VEEELTHEDHERETLEVET,
¥ OJOENECATLRNLEZERL-FFOKREBTERINSGEE. AV FA—T—FSNFEEADT
A& OS ey mO—FT—rDHRENBETT,

1) Web A24—2Jx—RIZAT AV LET,

2) EBIOAZ1—Dh5[Settings]EV)vILET,

3) XI(ZlGeneral Settings |&F 7 vILET,

4) EEAAIZRTEINT=IGeneral Settings IR—ADIGeneral [ 723V (CBEILET,
5) [Logl®”Syslog:Daemon”&EENNTWSEMEIIVILET,

~ General

Settings

AdminGroup Not specified

General Settings

6) “Syslog:Daemon”%”/var/log/drweb.log”(ZZEHEL. [Save | ZH)vILET,

Log

Ivar/log/drweb.log|

Cancel

¥ “drweb-ctI’aATURTHRET HIEE L. TERELYET,

# drweb-ctl cfset Root.Log /var/log/drweb.log
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7) TDefaultLogLevel |®”Notice” b EMNN TS EFREI)VIL. RIRSNFz—EHN S Info"ZERLET,

¥ General

General Settings

v Paths

¥ “drweb-ct’AYURTRET HHE X, FRELGYET .

# drweb-ctl cfset Root.DefaultLogLevel Info

8) TLoglME&FEEH /var/log/drweb.log”[CEB I =&, [DefaultLogLevel |DERE EA Info” [CEBINTz
CEEHERLET,
% “drweb-ctl’aAYURTERET HHE L. TiELLYET,

# drweb-ctl cfshow | grep Root.Log

# drweb-ctl cfshow | grep Root.DefaultLogLevel

9) PC LDA—LIZAT UG BET— /N EDA—LTRLRIBICA—LEEELET,
10) “/var/log/drweb.log”IZUA T D&KS%EAT NE henf-CL&axmRBLET,

¥ HEREETIE. A—ILDAYE —IZ MSS11 TRF YU LIBEFTTLDOEBMENER A,
11) ZELf=ILogl&lDefaultLoglevel INEREFTDIRREIZRLET,

¥ FTOREBICRSLGVSEICE, T OSAITET OA—T—rDEREEITHES TS,

¥ “drweb-ctl’aYUFTRET HIHEEIE. FiELBYFET,

# drweb-ctl cfset Root.Log Syslog:Daemon

# drweb-ctl cfset Root.DefaultLogLevel Notice
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6. T—ARRAT4
6.1. AYURERAWNV R EDERLLER
6.1.1 EREDHR
ORURSAVUMLLUTNDATUREERTI AL HWAEDERENHASNET,

# drweb-ctl cfshow

6.1.2 HREDERE
ARURSAUMBUTDARUREERTITHIEICKY, REFEETEET,

# drweb-ctl cfset <section>.<parameter> <% 5 {E>

6.2. Web 12 3—J1—X

Web AU8—DJ1—REFERTDHEITEY AT —FRADHER, REDEE. SA TV RADEHETHEIENTE
FY,
MEPREETIX. MSS ZA VA= )LLF=H—/AETUT® URL [Z7 7R FHIEIELY Web 108—T1—X
ERKCENTEET .

URL * httpsi//127.0.0.1:4443/

ID : root

Password @  root M/NRXT—k

X PHIRETIE, thDIHRA D Web 120 8—T1—REFAKTLEFTEEE A

Yo

©r

DrWEB

Sign In

X MhDIHEMND Web /2 3—T1—ZAANDTVERAZEARITT HHE L. UTOIATUFERITLTULES
(AN

# drweb-ctl cfset HTTPD.AdminListen <IP 7KL X>:4443
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6.3. SA UV AE#H

631 ARV KIAUMODEH

1) #FHLLSA Y RF—(drweb32.key £L<IL agent.key)Z/etc/opt/drweb.com/IZ drweb32.key &L TaAE—L
Y,

2) UTOHY—EREHREHLET,

# /etc/init.d/drweb-configd restart

3) UTOavTUREETLT.HLLWSAEURICEFHFSN-CEEERALET,

# drweb-ctl license

License number <Key No.>, expires <74t AHiR> (<F%Y) H#>)

6.3.2 Webf A —TT—ANLDEH
1) Web /24— 2Jx—RIzAFT 1 LET,
2) [Main]A=a2—R® License £ 3> NI Uploadl R22%E9)vILET,

) ° . .
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3) T[BrowselRZ2EH)vIL., FLLVSA 2 XX —(drweb32. key £ L<[& agent key)ZEELET

Activate license

Browse...

If you do not have a license, you can purchase it from Doctor Web online store

Activate

4) TActivate license JTRZVEDvHILET,

Activate license

Select a valid key file to activate the license

| agent.key Browse...

Activate license

If you do not have a license, you can purchase it from Doctor Web online store

Activate

5) Web A2 8—J1—XALEDSAEVRIFHRMNEFHFINI-CEEHEELET,

Updates License

Last update 08/08/2016 at 13:32 conco nubor I

08/08/2016 at 14:02 AC

Update )
Left: 188 days

01/19/2016 at 15:08
02/12/2017 at 15:08
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6) UTDIATURZEEFTLT. HILLWSA U RICEHIN-CEEHEELET,

# drweb-ctl license

License number <Key No.>, expires <54/ t> AHIE> (<FEY B #>)

6.4. MSS OV R—F U bDEEH
MSS QA R—RMNIATSL)BZEBTEEHFENF AN, LTOARIFERTTHEEHMNARETT

# yum update drweb*

% LEEEIE. Cent OS 4> RedHat DIHFEDHITT , 1D OS OTAARE 21— a2 DNVTIE,. ¥=a7
IWETHEZRLZELY,

6.5. EEI7AILDERH
ERI7AIVIE R ETIE 30 NHERCESEHINET . FHTEHITIHECEHMERELEET H15E
X, U FOFIBICTERTEEY,
1) FEEH
> AXURZAUNLETTEHEE

# drweb-ctl update

> Web AU A—TJx—AMNORITTDHIEE
[Main]A=a2—R® Updates 7o 3> D Update |/ R2V &)V ILET,
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1‘1' :
)
ﬁq

9) FEHEROEE
> aTURSAUNSLETTRIEE
TRIZELHERE60 I~ EFETSHESDOHTT,

# drweb-ctl cfset Update.Updatelnterval 60m

> Web AUA—TJx—AMNORITTDHEHEE
[Settings] A= a2 —h 5T Updater |2 BE. [Updatelnterval IDEZZEEBLET . BEFHEREE60 9712
B354, 760m EEEL TS,

6.6. 74ILA—FE—KT®D Lua AP TFRTE
TLIWEA—F—KRTOA—)LIZH T B0 (L, "MailD.MilterHook THEE &N - Lua AVY T KYEITEINET,
Lua RY)FMZBLTIE, FiE URL #5HBLTZELY,

https://download.geo.drweb.com/pub/drweb/unix/mail/11.1/documentation/html/en/dw_9_maild_lua.htm

ROYTRELEMISIEICREBINET , "action ="TRESN=FT 3> ("accept". "discard". "reject".
"tempfail". "replycode") A ERAINIBEICIE. LEOFESIVLEBTERINFEFLADT, BEIBIZIEE
BELTLZALY,
Postfix £74/)LA—E—FTEEL T SI5E L. TMailD(MailD) 10 MilterHook THEELFET .

% SpamdReportHook. RspamdHook [FB&HYEE A

6.6.1 WIEDIEEH
> BEEFESUA—ILEIER Xreject

non

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification",

nn "nons

"unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do

return {action = 'reject'}

if  ctx.message.has_threaticategory = {"known_virus", "virus_modification",

nn

"unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} then

return {action = 'reject'}
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> BEEEUA—IEFEHE Xrepack

non

i for threat, path in ctx.message.threatsi{category = {"known_virus", "virus_modification",

nn n"non;

i "unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do :

i ctx.modifier.repack()

1 if  ctx.message.has_threat{category = {"known_virus", "virus_modification",

nn

! "unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} then :

i ctx.modifier.repack()

X ELLDGERL. MRTIVIAVDIEENBETT,

>  RHEHIN TS URL ANMEELI=-ATIVICERYTEHIHER . A—ILEHER Kreject
for url in ctx.message.urlsicategory = {"infection_source", "not_recommended",
i "owners_notice", "adult_content", '"violence", "weapons", "gambling", "drugs", :
"obscene_language", "chats", "terrorism", "free_email", "social_networks",

nn nn

! "online_games", "anonymizers", "cryptocurrency_mining_pools"}} do :

! return {action = 'reject'} 5

i end '
Ef=1E,

voaf ctx.message.has_url{category = {"infection_source", "not_recommended", |
i "owners_notice", "adult_content", "violence", "weapons", "gambling", "drugs", !
i "obscene_language", "chats", "terrorism", "free_email", "social_networks", !

nn nn

! "online_games", "anonymizers", "cryptocurrency_mining pools"}} then !

! return {action = 'reject'} 5
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SEESIN TS URL BMEELI-ATIVICERETHIEE. A—ILEEHE Xrepack

for url in ctx.message.urlsicategory = {"infection_source", "not_recommended"

y b )
"owners_notice", "adult_content", '"violence", "weapons", "gambling", "drugs",
"obscene_language", "chats", "terrorism", "free_email", "social_networks",

nn nn

"online_games", "anonymizers", "cryptocurrency_mining_pools"}} do

ctx.modifier.repack()

if  ctx.message.has_urlicategor = {"infection_source" "not_recommended"

y b )
"owners_notice", "adult_content", '"violence", "weapons", "gambling", "drugs",
"obscene_language", "chats", "terrorism", "free_email", "social_networks",

nn nn

"online_games", "anonymizers", "cryptocurrency_mining_pools"}} then

ctx.modifier.repack()

X ELLDGERL. MRTIVIAVDIEENBETT,

AT ZA—LIZBET B E®/REL DTS

"/var/log/messages"[CH SN FET,
D RNRLRATEHNTHEE

% "legit"(R/NATIXEELVA—)L) . "spam"(R/NLA—=)L), "Virus" (P U FRINLIV DU THD
Vaderetro IZ&EYU A ILADEHEENTI=A—)L). "bounce" (/S A A—)L)DIENE HEShET,
[H 4]
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4) URL @#LIEATIVEHNTHES

> ELETFRLRIZEA—)LEBE

#%  "added_recipients"l&. 793> &L T accept" &8 ELIZIGE DA M ATEET,

> RNLHEIFER/SLRTTH 100 Ll E)Sht=-A—)LEE#HE Xrepack

if ctx.message.spam.score >= 100 then

ctx.modifier.repack()

i if ctx.message.spam.score >= 100 then

nn

local old_value = ctx.message.header.value("Subject") or
local new_value = "[SPAM] " .. old_value
ctx.modifier.change_header_field("Subject", new_value)

_________________________________________________________________________________________________________________________

> FEEDODAYF—DIEM *add_header_field

B) MSS11 IZ&k2TRFvoEnt=A—)LIZ, AyA—EL T X-Antivirus: Checked by Dr.Web [MailD
version: 11.17ZBNT 354

ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: !
L1110 '

.........................................................................................................................

.........................................................................................................................
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> BELEBRETA—IITRLRARORA)MODA—LEEE ¥reject
BRORAMROA—ILTRLANRRELGEINERBNET DT, LTDLIGHABEEL)RANI7AILEE
L TLZELY,

| *@test¥.com
| *@test¥.jp
i *@sample¥.org

¥ YARRI7AIVIZIE, ERRTTERHEL TS,

i local dw = require "drweb"
i local rx = require "drweb.regex"
local dwl = require "drweb.lookup"
| local file2 = dw.load_array(")RrI7AJLE")
function milter_hook(ctx)
if rx.search(file2, ctx.from or ") then
return {action = 'reject'}

end

KUYRXMZFE LG A—IZH T BIMEEEIETEL TS,

X YRRIFALNZEEHFLI-GE . REZRBESE 5786 drweb-configd ZHEEEIL TFZEUY,

(£ D]
ToavELT accept"ZHBET DERTAM AMIIZFERAT HIENTEE T FRSNDGE . FHHIE
RSN BIERISERL T ZEY,
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> BELERETA—ITELRABRAL ) UNDA—LEIBR Kreject
BEHORALDOA— LT REL AT RELDZMNERBWNET DT YRR I 7AILEERL TS,
¥ YRRIFAILIZIE, ERRBTRHEL T,

i local dw = require "drweb"
i local rx = require "drweb.regex"
i local dwl = require "drweb.lookup"

| local filel = dw.load_array("J Rk 74 L")
| function milter_hook(ctx)
if not rx.search(filel, ctx.from or ") then
return {action = "reject"}

end

KYRXMZFE LG A—ILIZH T BIMEEIETEL TS,

X YRRIFANZEEHFLI-GE . REZ RIS E 5786 drweb-configd ZHEEEIL TZELY,

> BHEDXFINEETHBDA—ILO HEDIRENDA—ILEEE XKreject
ANYF—EEDBETIA— R T BT IV ERETHAENTEFTY . ERDERERET ST — AN
ZLWNEBVET DT UTOEIGABREET YR I 7AWV EERL TS,

Subject: .*test.*
i Subject: *TARF*
i To: .*@test¥.com

¥ OURRTFAILICIE, ERERBTRHBL TSN,
% EEETIE. 42 (Subject) (Ttest’ T (X" T AN HREENE D, FEE(To)K AL HVtest.com’ THBHE
EEELLTVET,
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local dw = require "drweb"
local rx = require "drweb.regex"
local dwl = require "drweb.lookup"
local file2 = dw.load_array(") R I7 A ILE&")
function milter_hook(ctx)
if ctx.message.header.search(file2) then
return {action = "reject"}

end

KYRXMZFE LG A—ILIZH T BIMEEIETEL TS,

X YRRIFANZEEHFLI-GE . REZRBRESE 5786 drweb-configd ZHEEEIL TZEY,

> RBELEIBRRFEFHDIFAILARMEINTA—ILEIET Kreject
BATFAIVDIERFETITA—IHTET VLAV ERESTHENTEET  BROFHERTET 57—
ABNENNERBVFET DT UTORIBABTESTL RN I 7ML EERLTZEN,

local dw = require "drweb"
i local rx = require "drweb.regex"
i local dwl = require "drweb.lookup"
local file3 = dw.load_array(") AT 7AILE")
function milter_hook(ctx)
if ctx.message.has_partiname_re = file3} then
return {action = "reject"}

end

KYRMZEHL GO A= T BMEFIEEL TS,

¥ YRR I7AIWEBFHLIBE . HEZ RS 578 drweb-configd ZHiEEIL TFZELY,
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> AXICHEELEXFINEETA—ILDGEE. HAIZ[SPAMIZEM Xchange header_field
A= AXICEENDIXFIICRTET I AVERET DIENTEET . EROEFHERET AT —AN
ZUWNERWVET DT LTORILBRBEEST VRN I7AILEERL TZELY,

This email is a test email.
i sample

¥ YRRI7ALIZIE ERERBFTRHEL TS,
K RAXFVOLEAEOXFINERELLEBE. XFI—FDEVCKYEHIT-BLEVNEEAHYE
ER

i local dw = require "drweb"
local rx = require "drweb.regex"
i local dwl = require "drweb.lookup"

| local file3 = dw.load_array("J A7 L")
function milter_hook(ctx)
if ctx.message.search(file3) then

UL

local old_value = ctx.message.header.value("Subject") or
local new_value = "[SPAM] " .. old_value
ctx.modifier.change_header_field("Subject", new_value)

end

NXMEEFIEEL TS,

........................................................................................................................

¥ YRR I7AIWERFHLIGE . REZ RS E 578 drweb-configd ZHiEEIL TFZELY,
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6.6.2  Milterhook M &5l
AKETHELTWAHREHIE., Web a2V — LM 5 MailD.Milterhook #FHET HEDHELZYET,
"/etc/opt/drweb.com/drweb.ini"Z EERE T HHE. M1 IMIFELIEM I EAALTZELY,

> REHI1
RRLICHHTH0E 0 R/NLARATEOVICHAL, ZOFEFRIE,
BRI TS0 DRHENEEBREAEELEATIVICERE T SEE. AT ITH AL, repack(GtdD
*—JL% quarantin.zip [CE#E)L TEAE.
ANYF—|ZxtF BB © X-DrWeb-SpamScore, X-DrWeb-SpamState, X-AntiVirus ZiBl,

local dw = require "drweb"
function milter_hook(ctx)
if true then
ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)
ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: 11.1]")
dw.notice("Spam score: " .. ctx.message.spam.score)

end

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification", !
"unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do '
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))
ctx.modifier.repack()

end

return {action = "accept"}
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REB 2
RNLITHTRME 0 RNLRIATEOVICHAL, FOFFERIE.
BRIIx T 508 ORHENEERAMEELATIVICRETAIEE. OJICH AL, BETRLR
12z EEL=F7FLXIZ repack LTHEE,

ANYF—|ZxtF BB © X-DrWeb-SpamScore, X-DrWeb-SpamState, X-AntiVirus ZiBl,

{ local dw = require "drweb"

function milter_hook(ctx)

if true then

ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)
ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: 11.1]")
dw.notice("Spam score: " .. ctx.message.spam.score)

end

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification",

nn

"unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))
return {action = "accept", added_recipients = {";EZ{ELELTEMTEHFFLAR"}

end
return {action = "accept"}

end
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REH 3
ZNLIZRT R0 0 Z2aF7A 100 LLEDBEICIE ANNLRaF7EOSIZH AL, #4I1Z[SPAM]%E

BaL. BE.
ZEIcxT 508 D RESNEERBAEELEATIVICERETSHEE. AJICH AL, repack LT
EE1§O

ANYF—|ZxtF BB X-DrWeb-SpamScore, X-DrWeb-SpamState, X-AntiVirus ZiBl,

| local dw = require "drweb"
function milter_hook(ctx)

if ctx.message.spam.score >= 100 then

UL

local old_value = ctx.message.header.value("Subject") or
local new_value = "[SPAM] " .. old_value
ctx.modifier.change_header_field("Subject", new_value)
dw.notice("Spam score: " .. ctx.message.spam.score)

end

i for threat, path in ctx.message.threats{category = {"known_virus", "virus_modification",
i "unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do :
ctx.modifier.repack()
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))

end

ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: 11.1]")
ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)

return {action = 'accept't
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EREH 4
ANLICxHTH0E 0 RaF7h 100 UEDBEIZIE, R/ANLRaF7EOTICH AL, #4IZ[SPAMI%E

BaL. BE.
ZEIcxT 508 D RESNEBEAMMEEL-ATIVICRETSES. O ICH AL, repack(FTtD

*—JL% quarantin.zip [CE#E)L TEAE.

URL 29208  : A—)LIZBREHIN TS URL AMRELATIVIZERLATHIHEE. AJICH AL,
repack(FTtMD A—)L% quarantin.zip [Z[E#HE) L TEIE,

ANYF—|ZxtF BB © X-DrWeb-SpamScore, X-DrWeb-SpamState, X-AntiVirus ZiBl,

i local dw = require "drweb"
function milter_hook(ctx)

if ctx.message.spam.score >= 100 then

UL

local old_value = ctx.message.header.value("Subject") or
local new_value = "[SPAM] " .. old_value
ctx.modifier.change_header_field("Subject", new_value)
dw.notice("Spam score: " .. ctx.message.spam.score)

end

" n

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification",

nn

! "unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do

ctx.modifier.repack()
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))

end
i for wurl in ctx.message.urlsicategory = {"infection_source", "not_recommended", |
i "owners_notice", "adult_content", "violence", "weapons", "gambling", "drugs", !

i "obscene_language", "chats", "terrorism", "free_email", "social_networks", "online_games", |
! "anonymizers", "cryptocurrency_mining_pools"}} do '
: ctx.modifier.repack()

dw.notice("URL found: " .. url .. "(" .. url.categories[1] .. ")")

end

ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: 11.1]")
ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)

return {action = 'accept'}
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FEH 5
BELETZRLADWE: FEETTRKL AN "/etc/opt/drweb.com/whitelist"[ZSRFH SN =T FL A PR A
VICRATHEEIE EBEHTEE.
X LABEIE, EIETTTRLRAY, "etclopt/drweb.com/whitelist" (2 B LA WMEEIZHE A,
ANRALITHTHE 0 R3FH 100 UEDZEIZF, R/ANLARIFZEATIZH AL, #4(Z[SPAM]ZE

BaL. BE.
ZEIcxT 508 D RESNEBEAMEELATIVICRETSEE. O ICH AL, repack(FTTD

*—JL% quarantin.zip [CE#E)L TEAE.
ANYF—|ZxtF BB © X-DrWeb-SpamScore, X-DrWeb-SpamState, X-AntiVirus ZiBl,

local dw = require "drweb"
local rx = require "drweb.regex"
local dwl = require "drweb.lookup"

local filel = dw.load_array("/etc/opt/drweb.com/whitelist")
function milter_hook(ctx)
if rx.search(filel, ctx.from or ") then
return {action = 'accept'}
end

if ctx.message.spam.score >= 100 then

local old_value = ctx.message.header.value("Subject") or ""
local new_value = "[SPAM] " .. old_value
ctx.modifier.change_header_field("Subject", new_value)
dw.notice("Spam score: " .. ctx.message.spam.score)

end

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification", !
"unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do '
ctx.modifier.repack()
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))

end

ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: 11.1]")
ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)

return {action = 'accept'}

33 / 47 Copyright © Doctor Web Pacific Inc. All rights reserved.



FEH 6
BELETZRLADWE: FEETLTFL AN etclopt/drweb.com/blacklist"IZEBEH SN =T KL XK A
VICRATHEEI BEEXHTES.
X LUBEIE, EIETTTRLRAY, "etclopt/drweb.com/blacklist" 232 L LA LMES @& A,
ANRALITHTHE 0 R3FH 100 UEDZEIZF, R/ANLARIFZEATIZH AL, #4(Z[SPAM]ZE

BaL. BE.
ZEIcxT 508 D RESNEBEAMEELATIVICRETSEE. O ICH AL, repack(FTTD

*—JL% quarantin.zip [CE#E)L TEAE.
ANYF—|ZxtF BB © X-DrWeb-SpamScore, X-DrWeb-SpamState, X-AntiVirus ZiBl,

i local dw = require "drweb"
local rx = require "drweb.regex"
i local dwl = require "drweb.lookup"

local filel = dw.load_array("/etc/opt/drweb.com/blacklist")
| function milter_hook(ctx)
if rx.search(filel, ctx.from or ") then
return {action = 'reject'}
end

if ctx.message.spam.score >= 100 then

local old_value = ctx.message.header.value("Subject") or ""
local new_value = "[SPAM] " .. old_value
ctx.modifier.change_header_field("Subject", new_value)
dw.notice("Spam score: " .. ctx.message.spam.score)

end

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification", |
| "unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do :
ctx.modifier.repack()
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))

end

ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: 11.1]")
ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)

return {action = 'accept'}

.................................................................................................................................
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RAEBHI 7
BELETZRFLADWE: ZEETTRKL AN "etc/opt/drweb.com/whitelist" 2SR EFH ST KL A PR A
VICEYETEHEEE. VAMIIVAF v IERTLTERE (BER B repack),
X LABEIE, FEIETTTRLRAY, "etclopt/drweb.com/whitelist" (2 B LA WMEEIZE A,
ANRALIZHSHME 0 R3FH 100 UEDHEIZF, R/NLARIFZEATIZH AL, #4(Z[SPAM]ZE

BaL. BE.
ZEIcxT 508 D RESNEBEAMEELATIVICRETSEE. O ICH AL, repack(FTTD

*—JL% quarantin.zip [CE#E)L TEAE.
ANYF—|ZxtF BB © X-DrWeb-SpamScore, X-DrWeb-SpamState, X-AntiVirus ZiBl,

.................................................................................................................................

local dw = require "drweb"
local rx = require "drweb.regex"
local dwl = require "drweb.lookup"

local filel = dw.load_array("/etc/opt/drweb.com/whitelist")
function milter_hook(ctx)
if rx.search(filel, ctx.from or ") then

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification",
"unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do :
ctx.modifier.repack()
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))

end
return {action = 'accept'}
end

if ctx.message.spam.score >= 100 then

local old_value = ctx.message.header.value("Subject") or ""
local new_value = "[SPAM] " .. old_value
ctx.modifier.change_header_field("Subject", new_value)
dw.notice("Spam score: " .. ctx.message.spam.score)

end

for threat, path in ctx.message.threatsicategory = {"known_virus", "virus_modification",
"unknown_virus", "adware", "dialer", "joke", "riskware", "hacktool"}} do
ctx.modifier.repack()
dw.notice(threat.name .. " found in " .. (ctx.message.part_at(path).name or path))

end

ctx.modifier.add_header_field("X-AntiVirus", "Checked by Dr.Web [MailD version: 11.1]")
ctx.modifier.add_header_field("X-DrWeb-SpamScore", ctx.message.spam.score)
ctx.modifier.add_header_field("X-DrWeb-SpamState", ctx.message.spam.type)

return {action = 'accept'}
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il

6.7. “repack“BfFMD/NRXT—F DEXE
MIBLL T'repack’EBELI-GE . £HIZEZ YT 5 A—/LIE quarantine.zip [CIEfBESNI-IKEE TR EEHICEIE
SNFET, WEARETIE. NRT—REBRESNTVEFAD T, /ISRAT—REHREL TSN, £ED/ART—
FEFERTEHIEL A—UBITTUA LENRRT—RERANSIELATRETY

6.7.1  /SRT—FEE
1) Web A24—2Jx—RIZATAVLET,
2) EBRIDOAZ1—Dm 5l Settings |Z9)vILET,
3) RIZTMailD &5 vILET,
4) BEEAEICRREINTFIMailD IR—CRDI General | 272 aV IZHBEILET,
5) [RepackPassword]®”None”’EEMNNI-EFREIIVILET,
6) FTRSNI-EIETINone (No password) IEENMNTWDEMEVIVITHE UTDKIBYRMERRS
n#Ed,

None (No nassword) -

HMAC (Unigue passwords)
_ dcted with a password (not recommended).
Plain {Common password)

None (No password)

7) TPlain (Common password) |FE7=[ZIHMAC (Unique password) IZ#RLET,
> [Plain (Common password) 1Z:&RL1-5E
MPassword I##IZ/ SR —RZ A AL, ISave & 0) v L TLIZELY,

Plain (Common password) -

Archives with threats will be protected with the specified password.

Password:

¥ "drweb-ctl’AYURTERET HIHEIE. FREEGYVET,

# drweb-ctl cfset MailD.RepackPassword "Plain(/ X7 —F)"
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il

» THMAC (Unique password) |
[Secret word JHHIZEE D XFF|EAHL. ISavelZ91)vILTLIZELY,

HMAC (Unique passwords) -

Archives with threats will be protected with an unique password generated for each email message
based on the specified secret word,

Secret word:

¥ Vdrweb-ctl’ARURTHRET HIHE L. TRREBVET,
# drweb-ctl cfset MailD.RepackPassword "HMACUERE. D X F51)"

6.7.2  HMAC(GUH L/SRAT—R)EERD /SR T—FDEF
lRepackPassword | © HMAC 28 ELI-HE . U T DLIEARXDA—ILNZEEFICRESINFET,

! [Dr.Web Anti-virus] THREAT DETECTED

The original message violated security policies defined by the administrator. It is moved to
the password-protected archive attached to this message.

To get access to the contents of the archive, contact a mail system administrator. You should

specify the ID of the received message in your request: 977943.

AXDIthe ID of the received message in your request |DEZIZEREH IN TS HFO—R) M, NRT—FK%

WMETIRICHEELGZYET,
¥ FEROFITIX, 7977948 Na—F &L YET,
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NRAT—FOREDOFIEE. FERELYET,

1) Web A2A—DJx—RICATAULET,

2) ERIDOA=a—h5[Password for attached archive with threats]&21)vILET,

3) FREhf=lPassword for attached archive with threats | & T, Message ID fRIZEIESNI=A—ILIZ
SEHSINTULSETF(T—F). Secret word fRICIZFRERFIIEELIZEEDOXFEINEAALET,

Password for attached archive with threats

Message ID Secret word

Get password

4) TGet Passwordl&9)vI 3 5E, INRT—ERRRSNET,

Password for attached archive with threats

Get password

Password for the archive: eQfcn9Be

¥ “drweb-ctl’aAYURTHRET HIGE(X. TiEEHYET,

# drweb-ctl idpass a—F
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6.7.3 EEEA—IILTEFLADEER
74923 v ELTREPACK WMEESN., Rt SN-EHE T 7AILIZ/ISRAT—RABRESNTLSREE . LTDLS3%4
A—ILHEESNET,

[Dr.Web Anti-virus] THREAT DETECTED

The original message violated security policies defined by the administrator. It is moved to
the password-protected archive attached to this message.
To get access to the contents of the archive, contact a mail system administrator. You should

specify the ID of the received message in your request: 977943.

% EERIX.HMAC AMEESNTLDIEEDLDTY,
BESNf=A—ILNIZIE, A—)LEEH (mail system administrator)[JE#HK T BESBEHINTNET A, A—
ILEBEDTRLAFKERHINTHYER A, "TemplateContacts"ZRET H_EIZEY ., LTDKSIZ, KX
[CEEEDA-LTFLAEFOBERERTSEDHIENTEET,

................................................................................................................................

[Dr.Web Anti-virus] THREAT DETECTED

i The original message violated security policies defined by the administrator. It is moved to
the password-protected archive attached to this message.
To get access to the contents of the archive, contact a mail system administrator: EIRE DA

—IJLF7FLX. You should specify the ID of the received message in your request: 335590.

"TemplateContacts”MEREFIEIX, FERELEYET,
1) Web A2 4—Jx—R(cOJ (4 LET,
2) EBIDOAZ1—Dm 5l Settings |ZF9)vILET,
3) RICIMailD1ZEJJvILET,
4) EEAAIZRRTEINT=IMailD |IR—C A DM Notification Templates |23 IZHBEILET,
5) [TemplateContacts]d"Not specified"&EMNT-ERREIVVILET,
6) RIRSNF-EETEEEDA—ILTRLRZEAAL.[SavelZV)vILET,
¥ "drweb-ctl’AITURTRET HIHEEIE. FiLLBYFET,

# drweb-ctl cfset MailD.TemplateContacts EIEEFEDA—ILFKFL R
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6.8. ESS H—/\EDEH
BEEHD ESS11 H—/N2 MSS £##ELET, ESS — Ao 8—Rub T EIN TONIE, MSS £/
Ab—=ILLIz =B 3—RyMMIERL TOVRLVVRETE ERI7MILOEHAAIREICAEYET,
i#., REFEPEEY —N\—LDELONEBESNET,
ShEEY—/\OEEE@E(ControlCenter) L DIFMENMBETT DT, TV LR TEHIRETERL T,

681 ARV ESAUNLRITISEE
1) ESS11 H—/\&Y drwesd-certificate.pem GEBAE) 77 ML &S o O—KLZET,
https://<IP 7KL A>:9081/install/drwcsd-certificate.pem
% drwesd-certificate.pem Z7AILDRARIL, ESS H—NEICELGYEFTOT, EHREY—N\KUYAF
LTLZELY,
2) LTFOIRURERTL. ESSIT H—/NITEELET

# drweb-ctl esconnect --Certificate <path>drwecsd-certificate.pem <ESS #—/\7FL X>:12193

f5) ESS11 H—/AOTRLRA 192.168.1.126, drwesd.pub Z/home/test [CIRFELTLNSIHE

# drweb-ctl esconnect --Certificate /home/test/drwesd-certificate.pem 192.168.1.126:2193

KOEBRYT /D IP TRLRAPR—FERO>TRELIIGEIE. LT OATURERTLUML-&ICE
EREL TS,

# drweb-ctl esdisconnect

3) ESS11 H—/N\[ZfEfiisndEPending =+ IDAVvE—UNRTEIN, KEBEIN DL Accepted by === DAY
t—UhRREINFET,

Pending for approval from central protection server

Accepted by tep:// <ESS H—/\FRL X>:2193

4) TS59Y¥h5 ControlCenter IZTAT AU LET,

5) [PUFIAIRRYRT =Y A= a—hRDY)—h 5, [Status]-[Newbies] #BIEFET,

6) TRENTLBHIHKRMSS £V Rb—)LLIH—NEARTENET)ERIRL, KFBLET,

D TPoFILNINARYNT =D | A= a—FhRDY)—M5, [Everyone] ZhiE, MSS 4 V Ab—JLL=H—/\D
FAAUNRBDKETHLILEHERELET,

8) MSS #A Y Ar—)LLT=H%—/\_E®D/var/opt/drweb.com/bases/drwtoday.vdb A, BFHEIN TNDEEFEEL
E R

¥ ESS11 H—/N\LUIiT 558 EFEENSNTIHS)E. LTOATUREETLTIIZEL,

# drweb-ctl esdisconnect
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682 WebA vA—Tz—ANBETT SIS
1) ESS11 H—/3&kY drwesd.pub(BXRB 77 ILEF o O—KLET,
https!//<IP 7FL X>:9081/install/drwcsd.pub
% drwesd.pub Z7AILIE ESS H—/N\EICEGQYFET O T, ERET—/N\KYAFLTZELY,
2) Web A22—2Jx—RI[ZOY (U LET,
3) [Settingsl#2JvoLET,

Updates License
08/08/2016 at 13:02 ense |
08/08/2016 at 13:32 tivat 11/20/2015 at 17:28
12/14/2016 at 17:28
Update ‘
128 days
Renew |
L
4) [Central protectionl&#42'JvoLFET,
Settings General Settings [Root] Q
General Settings Al Changed Ini Editor
SpiDer Guard for NSS v General
SplDer Guard for Linux édm'bﬁr?‘{p o o Not specified
SplDer Guard for SMB
TrustedGroup drweb
Dr.Web ClamD Group of Lsers whosa't &
UseCloud
Scanning Engine Use Dr.Web Cloud to cf biects
HIEChecker DefaultLogLevel Notice ~
Updater Default logging level for-all compone
Dr.Web ES Agent LogLevel Notice ~
Network Checker R
DrWeb HTTPD L‘C?g o Ivar/opt/drwcs/log/dss.log
Dr.Web SNMPD
Central protection v Paths
Management Web Interface PublicSocketPath Mvar/run/.com.drweb.public
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5)

6)

7)
8)
9)

“Enable central protection mode”|IZF Ty IZE ANET,

Settings Central protection

General Settings

SplDer Guard for NSS

SplDer Guard for Linux Enable central protection mode

SplDer Guard for SMB

Drweb ClamD

Scanning Engine
File Checker
Updater

DrWeb ES Agent
Network Checker
Dr.web HTTPD
Dr.web SNMPD
Central protection

Management Web Interface

B —/N\ER—FBEEAP 7RL R:2193)%4EE L. [Browse |/R2>%&%51) v~ LT drwesd.pub Z3EE LTz
#. IConnect IIRFVED Y ILET,

Set manually -

Browse...

> Authentication (optional)

Cancel

TS5 M5 ControlCenter ITASY A LET,
[PUFILILARYRT— | A= a—h ROV —M5, [Status]-[Newbies]ZBAEET,
RRSNTWBEFEERMSS ZAURAM— L= —NERRTEINFEDT)EEIRL ZBLET,
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10) Web 4242 —27x—X _E Tl Connection statusH Connected |ERIRESNTNNSIEEERLET,

General Settings

SplDer Guard for NSS
SplDer Guard for Linux

SplDer Guard for SMB

Settings Central protection

Enable central protection mode

tcp:/ [ > 19>

DrWeb ClamD I “

Scanning Engine
File Checker
Updater

DrWeb ES Agent
Network Checker

Dr.Web HTTPD

Dr.Web SNMPD

Central protection

Management Web Interface

50 Connect ed.
0 Connect ing:-

% ESS11 H—/N\,LUd 558 (EFEEN SN TIHES)IL. "Enable central protection mode”DF T

V7SN LTS,
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Dr.WEE
y

6.9. LLETD/N—23> D MSS DT AV AR—IL
LATF (&, MTA &L T postfix Z{EAL. drweb-mail-servers ZF| AL TWRBED T AV A—ILFIBERYFET,
1) postfix DFTOEREFEILELET,
2) UTOATUREERTLET,

# /opt/drweb/remove.sh

3) LLTOAYtE—UMNREREENTE5.TYESIEAALT., TEnter 13X —##HLET,

This script will help you remove Dr.Web packages

Do you want to continue? (YES/no)

4) UTDrvt—UhRRENT5. TAJEASNLT, lEnter 1F—%HLET,

Select the software you want to remove:

[] 1 Dr.Web Agent - Additional files to run Dr.Web Agent in central protection mode (6.0.2.4)

[]12 Dr.Web Agent (6.0.2.4)
~e— mﬁ ~e—

[

[

] 22 Dr.Web Maild Web Interface (6.0.2.2)
]
[] 24 Dr.Web Monitor (6.0.2.3)
]
]

23 Dr.Web Mail Daemon (6.0.2.8)

[
[ 126 Dr.Web Updater (6.0.2.7)

25 Dr.Web Antivirus Scanner (6.0.2.3)

To select a package you want to remove or deselect some previously

selected package - enter the corresponding package number and press Enter.

You may enter A or All to select all the packages, and N or None to deselect all of them.

Enter R or Remove to remove selected packages.
Enter 0, Q or Quit to quit the dialog.
All values are case insensitive.

Select:
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Dr.WEE
-
3

5) ZTOHEBMNXIELGO>TNSIEEHEEL, TRIEAALT, lEnter 1 ¥ —Z2#HLET,

Select the software you want to remove:
[X] 1 Dr.Web Agent - Additional files to run Dr.Web Agent in central protection mode (6.0.2.4)
[X] 2 Dr.Web Agent (6.0.2.4)
~e— % ~e—
[X] 22 Dr.Web Maild Web Interface (6.0.2.2)
[X] 23 Dr.Web Mail Daemon (6.0.2.8)
[X] 24 Dr.Web Monitor (6.0.2.3)
25
6

[X] Dr.Web Antivirus Scanner (6.0.2.3)

[X] 26 Dr.Web Updater (6.0.2.7)

To select a package you want to remove or deselect some previously

selected package - enter the corresponding package number and press Enter.

You may enter A or All to select all the packages, and N or None to deselect all of them.
Enter R or Remove to remove selected packages.

Enter 0, Q or Quit to quit the dialog.

All values are case insensitive.

Select:

6) LTDOAvtE—UMRRSIN:S TYESIEAALT, lEnter | ¥ —%HLET,

A list of packages marked for removal:
drweb-agent-es

drweb-agent

drweb-maild
drweb-monitor
drweb-scanner

drweb-updater

Are you sure you want to remove the selected packages? (YES/no)
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N UTOAvE—UNRRENTF-CEEHRELET,

Removing empty installation directories...

Removal of drweb-updater is complete.

8) "letc/postfix/main.cf"IZEBIENTLVSD, Dr.Web EDEERADITEIAVNT IR FET,

content_filter = scan:127.0.0.1:8025

receive_override_options = no_address_mappings

9)

scan unix - - n - - smtp

-0 smtp_send_xforward_command=yes
127.0.0.1:8026 inet n - n - - smtpd
-0 content_filter=
-0 receive_override_options=no_unknown_recipient_checks,no_header_body_checks
-0 smtpd_helo_restrictions=
-0 smtpd_client_restrictions=
-0 smtpd_sender_restrictions=
-0 smtpd_recipient_restrictions=permit_mynetworks,reject
-0 mynetworks=127.0.0.0/8
-0 smtpd_authorized_xforward_hosts=127.0.0.0/8

10) postfix DTALREREL. A—ILDEZENTELILEHRLET,
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BEVORDBOFMEHAEDHREAL, FIAFERL. FREIZATILESSRI:S,
F  BEOTHAITOVT, CTERWNSTILEAHYELIZL, TiE URL KUBKREICEBLEHELLEN,

https://support.drweb.co.jp/support_wizard/

%X 2%t Doctor Web Pacific

T105-0003 REHEPERXFEHFE 1-14-10 BEFHERFI—E /L 2F
URL: www.drweb.co.jp
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