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COEIL. %K &%t DoctorWebPacific D RETEBAWLEE FICHYNESITESWVET , RAAFIL, #1HTHE
#HBRETHANEEEHBITIC, Gateway Security Suite(BLTF GSS)ZERIZEEW =IO DFIEZHR
B9 5ERELGYET GH. B CREDHRBAICALEL TR RET=aT7IILEITSHEZEL,

1. [XL®IC

1.1 AtV REEDZS
T4tV RFEE (L. Doctor Web Pacific(LL R, DWP)F =L, DWP /N—rF—E &Y EFA—ILAEELLL
FEDEADHET. BERANEMFNLET,

1.2 SAEVAREICEFTFNOIAR
FAEVAFEICIE UTDFA U RICETHERNEHINTEYET DT, KUIERELTZEL,
> custmer(BEHRIFR)
> product(BEAZRKE)

serial number(& A+ —1—F)

license term(54 > X #ARH)

protected objects (AT > X#)

YV V V

1.3 PRATLEH
AT LEHICOELELTIE, FiE URL 22882,
https://download.geo.drweb.com/pub/drweb/unix/gateway/11.0/documentation/html/en/dw_9_sysre

quirements.htm

2. RIBATIREH
AEF, TRORRETHEERD LERLTEYES .
» OS
Cent OS 6.10 (64bit)
> squid M/\—3>
squid : 3.1.23
» selinux
3
> FireWall(iptables, ip6tables)

i3]
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3. i

3.1 AVAM—LIREDHERR

3.1.1 squid DEJLRA T ar DrER
UTDATURERITLT, AV AR—ILENTIVS squid T’--enable-icap-client’4 7 avnExibIh TN
MRERRLTIZELY,

% ”--enable-icap-client’Z4 7 arNEMESN TULVELMES . GSS % squid SHEESERIEEXT
EFEHFAS
% HAShBRAEIX. 16.6. squid DEJLREA T ar ORERHI 1ZSBIE,

3.1.2  AVAM—IFEHINVT—T DHER
0S BIZUTDN\YTr—ORAVA—ILEN TSN HERL. AV AP—ILENTWVELMEE [FA X —)LLTK
fz&ly,
» Cent OS 6.10
glibc.1686 . glibc.x86_64 . glibc-common.x86_64 . nss-softokn-freebl.i686 . nss-softokn-freebl.x86_64 .
perl

3.1.3 LIRTD/N—23> D Dr.Web MMV Ab—ILENTSIGE
AVA—=NLTBHN—2arv kYL EL Dr.Web WAV Ab—ILENTWAHE(FX. 6.9 LAEIO/N—232D
Dr.Web D7 A A=)V IIZEEE D FIBIZHEL, FRTIZT oAV A—ILEEBL TS,

3.2 YR M)ERE
GSS #URS KMo AV AR—ILT BIHE . LTDIARUREEITLTESLY,

# wget http://repo.drweb.com/drweb-repoll.rpm

# rpm —ivh drweb-repoll.rpm
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http://repo.drweb.com/drweb-repo11.rpm
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3.3 771l
UTFDI774VERBELTIZEN, F—T7MLEBLUVAVAM—FDAFAHEIZDOLTIE, [Dr.Web #o>A—
F&TFZITAR—13VHAR1#SRBL TS,
i@, GSS #URIR) MMV A—ILT BHEEIF. AV Ab—F(run T7/I)DF IV A—FEFRETY,
> F—TO7(ILEF
drweb32.key £L<I& agent.key ZFHEL. 1V Xb— LR DY —/ZaE—LTLZELY,
ESS H#—/\(\—23> 10 F12(E 1) D Agent ELTER T HHEEIE. Bi&Y—/ D drwesd.pub F71)L
FABLTZELY,
¥ AV DESK 4—/30 Agent EL TR T DI LIETEE R A,
> AVAR—F
A2V A=5(run Z7MIVERBEL. 1V AP—=ILREDH—/aE—L TS,
¥ AVAM—ZRERFOLDEFEALTIIZEL,
¥ YRSMIMBAV A=V BEEIE. A ETT,

4. A2 A—=)L
4.1 YRR DDAV A—IL
1) UTFOavorEE{TL.GSS DAV A—ILEERITLET,

# yum install drweb-internet-gateways

2) AVAM—IDAETLRE. F—T774/L(drweb32.key 1 LLIE agent.key) % /etc/opt/drweb.com/[Z
drweb32.key ELTAE—LET,
3) UTDaATURERTL. Y—ERZBREILFET,

# systemctl restart drweb-configd

4) LTFOaATUREEFTL. FM/ VAN EEICHEARAEN TSN ERELET,

# drweb-ctl license

License number <Key No.>, expires <54/t AHIE> (<FEY B #>)

5) LUTDOITUFEZETL. Dr.Web ICAPD ##EEILET .

# drweb-ctl cfset ICAPD.Start Yes
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4.2 AVAF—Z(run)hoDA 2 A+—)L
1) AVAR—=5(run Z7MI)D/IN—IvLa EZEFRL, ETHEEFELET,

# chmod +x <AV A—58&>

2) HUTOavoREEFTLES,

# AV AN—58>

X 7ML DRRENIBFEYET,
3) HUTOAvE—IUhRTEINIZE, Tyes]EAAL. lEnter ] F—%FHLET,

This installation script will help you install Dr.Web for UNIX Internet Gateways

Do you want to continue? (YES/no)

4) UTOrAvtE—UMRTEINT=5, [yesIEAAL, [Enter |1 F—%LET,

Do you agree with the terms of the License Agreement? (yes/NO)

5 UTDOAvE—IUhRTEINIZS, lyes]EAAL. lEnter ] F—%FHLET,

This installation script will help you to configure Dr.Web for UNIX Internet Gateways

Do you want to continue? (YES/no)

6) LUTDAvt—UnRRENT5, T01EANLIEnter | F—ZHLET,

Enter path to the Dr.Web key file or '0' to skip:

N UTDAvtE—UNRRENTL, [Enter | F—ZHLET,

Press Enter to finish.

8) F—T74)L(drweb32.key HLLLIE agent.key)Z/etc/opt/drweb.com/drweb32.key ELTAE—LET,
9) LUTOIvUFEERTL. Y—ERZBEBHLES,

# /etc/init.d/drweb-configd restart

100 UTFODATURERTL, F/EVADREEICHARENTNEINERLES,

# drweb-ctl license

License number <Key No.>, expires <74t AHiR> (<F%Y) H#>)
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11) UTOaTUREEITL.GSS OaVvR—RMNFTOSTSL)ERHLET,

# yum update drweb*

12) LLFOaTUREETL, Dr.Web ICAPD % 2EILET,

# drweb-ctl cfset ICAPD.Start Yes

5. squid EDEHEELTE SEIMEMERR

5.1. EHEERTE
GSS & squid ZEESE B0, squid.conf X BT INELHYET .
1) squid.conf #ZEELFET,
TR URLORNBRESEICERL TSN AV A= LEN TS squid D/N—2 3V [CKYBRFERBHNELGY
FTOTEELTZELY,
https://download.geo.drweb.com/pub/drweb/unix/gateway/11.0/documentation/html/en/dw_9_squid_in

tegration.htm

>  squid /N—23> 3.1

i icap_enable on

icap_service 1_req reqmod_precache bypass=0 icap://127.0.0.1:1344/reqmod
icap_service 1_res respmod_precache bypass=0 icap://127.0.0.1:1344/respmod

adaptation_access i_req allow all

adaptation_access i_res allow all

i icap_preview_enable on

i icap_preview_size 0

i icap_send_client_ip on

i icap_send_client_username on

i icap_persistent_connections on

¥ EERIE. squid AU R—ILENTF=H—/ DT RL A MN"127.0.0.1"(GSS ER—DH—/\), ICAP &
BT 5R—rH"1344”(GSS O HWHAE) DIHESDHITY,

7 / 25 Copyright © Doctor Web Pacific Inc. All rights reserved.



2)

squid /A—2 3> 3.2 LIE&

icap_enable on

adaptation_access i_req allow all

adaptation_access i_res allow all

icap_preview_enable on

icap_preview_size 0

adaptation_send_client_ip on

adaptation_send_username on

icap_persistent_connections on

icap_service 1_req reqmod_precache bypass=0 icap://127.0.0.1:1344/reqmod
icap_service i_res respmod_precache bypass=0 icap://127.0.0.1:1344/respmod

¥ ERRIE. squid AV RR—ILENTF=H—/ DT RL A H7127.0.0.17(GSS LR — D H—/3), ICAP &E i

FFICERAT S5 R—AV"13447(GSS DB DIHZEDHITY

squid #HEELET,

# /etc/init.d/squid restart

# /etc/init.d/squid status
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5.2. BI{EHERR

1)

2)

3)

LUTDavTURERITLT, GSS & squid DEFEEITHERASNS 1344 R—FBNJ YRV EN TSI FERELE
ER

# netstat -an | grep 1344

tep 0 0127.0.0.1:1344 LISTEN

X JYRVENTILVELMEE  LTOaTUREEITL. Dr.Web ICAPD ##2EILE T,

# drweb-ctl cfset ICAPD.Start Yes

LEY—N\ETOXFIH—NELTHEAL PC £ T, FiE URL IZ7U®ALET,
http://www.eicar.org/download/eicar.com.txt
% L& URL (&, EICAR TRFI7AILDHLDERYET,
UTDEIGEEmMN TS VHFICRRINSGIEEHRLET,

B o ‘ BB URL s blocked by Drwi 3 ‘ T - B —
& O Y .eicarorg/download /eicar.com.txt| = 7. =

%DrWEB
Anti-virus

URL is blocked by Dr.Web Anti-virus
@ hitp:/hwvew. eicar.org/download/eicar.com.xt

Reason:  Known infection source

Date: Aug 29, 2018, 12:07:49 AM

Dr.Web Anti-virus is set to block known infection sources.
To change blocking parameters, contact your system administrator.

If you consider that this URL is not an infection source, please report an efror.

Retum to previous page

% /var/log/messages [ZIE, LLFDEILGRABENHASNET,

Aug 29 00:22:13 staging64 drweb-icapd[45234]: Blocked URL: http://www.eicar.org/download/

eicar.com.txt (Known infection source). User: Unknown from 192.168.1.104

.....................................................................................................................................
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6. T—ARRAT4
6.1. REDFERLER
6.1.1 BREDHER
ORURSAVUMLLUTNDATUREERTI AL HWAEDERENHASNET,

# drweb-ctl cfshow

6.1.2 HREDERE
ARVRSAUMBUTDARURERTTRHIEICKY, REFEETEET,

# drweb-ctl cfset <section>.<parameter> <% 5 {E>

6.2. Web /2 2—Jx1—X

Web 18 —Jx1—REFERATEHEICEY AT ERAOKREHEIN-ERDOER. HREDERE. S/ ADEFH
EITIESTENTEET,
WMEAKRETIE. GSS 24V RA—JLLT=H—/NETLT® URL [T7VERTBHIEITELY ., Web 1 F—Tx—X
RS ENTEFET,

URL . https//127.0.0.1:4443/

ID : root

Password @  root M/NRXT—k

X PHIRETIE., hDIHRA D Web 120 8—T1—REFACEFTEEE A

Ny
<y
=7
L J
DrWEB

Signin

X MhDIHERMND Web A 2—T1—RIZF I EATESLIITTAEEIE. LLTOITURERTLTZE

LY,
# drweb-ctl cfset HTTPD.WebConsoleAddress <IP 7KL X>:4443
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6.3. SA UV AE#H

6.3.1 ARURIAUALDEH

1) #FHLLSA Y RF—(drweb32.key £ LLIL agent.key)Z/etc/opt/drweb.com/IZ drweb32.key &L TaAE—L
Y,

2) UTOHY—EREHREHLET,

# /etc/init.d/drweb-configd restart

3) UTOavTUREETLT.HLWSAEURIZEFHEIN-CEEHERLET,

# drweb-ctl license

License number <Key No.>, expires <74t AHiR> (<F%Y) H#>)

6.3.2 Web AU 3—TJx—AMODEF
1) Web 4248—2J1—R[zAF 4V LET,
2) [Main]A=a2—R® License £ 3> NI Uploadl R22%E9)vILET,

3) [Browsel/R22 &9 vIL. FiLLVWSA 2 XF—(drweb32.key L& agent.key)ZHEELET

Activate license

Browse...

f you do not have a license, you can purchase it from Doctor Web online store

) ° . .
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4) TActivate license JTRZEDvHILET,

Activate license

agent.key

Browse...

I

f you do not have a license, you can purchase

5) Web /U8—TJ1—REDFA LV RIERNEFHEINF-CLEHERLET,

Update

Renew

6) LUTDATUFERITLT. HILWSA LV RICEFHEINFIEEHRLET .

# drweb-ctl license

License number <Key No.>, expires <54/t AHIE> (<FEY B #>)

12 / 25

Copyright © Doctor Web Pacific Inc. All rights reserved.



0

6.4. EEI7AILDEH
ERI7AIVIE. EISRE T 30 DR CEBEHINETS . FHCTEH IS LCEHHREEETHI5E
X UTOFIEICTERETEET .
1) FEEH
» aAXURZAUNLETTEEE

# drweb-ctl update

> Web AU A—TJx—ANLETTII5EE
[Main] *A=a2—KN® Updates €73 a> DI Update IIRFEI)vILET,

2) BEFEROEE
> AXURSAUNLRITTHER
TRITEHFREREE"60 5" EET HHEDHITY ,

# drweb-ctl cfset Update.Updatelnterval 60m

> Web AUA—Jx—AMNORITTDHIEE
[Settings] A= a2 —h 5T Updater |2 BE. [Updatelnterval IDEZEEBLET . BEFEREE60 97IZE
B HBAE,. 760m”EIETEL TS,

6.5. GSS DAVKR—R U FDEH
GSS MAVR—FMTOTFL)EEETREFHFSNET AN, UTFDIAVUFERT T HERHMNARETT .

# yum update drweb*
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6.6. squid ME JLRA T 3> DEEEHI

6.6.1  GSS &EE R AEL
W1 E configure options [Z7--enable-icap-client’ N RRESNTNET DT, GSS LEETEFET,
> Cent 0S8 6.10 DiFE (squid % yum TLVA—/L)

# squid -v
Squid Cache: Version 3.1.23

configure options: '--build=x86_64-redhat-linux-gnu' '--host=x86_64-redhat-linux-gnu' '--target=x86_6

' (]

4-redhat-linux-gnu' '--program-prefix=""--prefix=/usr' '--exec-prefix=/usr' '--bindir=/usr/bin' '--sbindir=/

1

usr/sbin' '--sysconfdir=/etc' '--datadir=/usr/share' '--includedir=/usr/include' '--libdir=/usr/lib64' '--libexe

cdir=/usr/libexec' '--sharedstatedir=/var/lib' '--mandir=/usr/share/man' '--infodir=/usr/share/info' '--enab
le-internal-dns' '--disable-strict-error-checking' '--exec_prefix=/usr' '--libexecdir=/usr/lib64/squid' '--local

statedir=/var' '--datadir=/usr/share/squid' '--sysconfdir=/etc/squid' '--with-logdir=$(ocalstatedir)/log/squ

id' '--with-pidfile=$(ocalstatedir)/run/squid.pid' '--disable-dependency-tracking' '--enable-arp-acl’' '--ena

ble-follow-x-forwarded-for' '--enable-auth=basic,digest,ntlm,negotiate’ '--enable-basic-auth-helpers=LD
AP,MSNT,NCSA,PAM,SMB,YP,getpwnam,multi-domain-NTLM,SASL,DB,POP3,squid_radius_auth' '--
enable-ntlm-auth-helpers=smb_lm,no_check,fakeauth' '--enable-digest-auth-helpers=password,ldap,eDi

rectory' '--enable-negotiate-auth-helpers=squid_kerb_auth' '--enable-external-acl-helpers=ip_user,ldap_

group,session,unix_group,wbinfo_group' '--enable-cache-digests' '--enable-cachemgr-hostname=localhos

(B ' LS

t' '--enable-delay-pools' '--enable-epoll' ' '--enable-ident-lookups' '--enable-linux-netf

1 1

ilter' '--enable-referer-log' '--enable-removal-policies=heap,lru' '--enable-snmp' '--enable-ssl' '--enable-st

oreio=aufs,diskd,ufs' '--enable-useragent-log' '--enable-wccpv2' '--enable-esi' '--enable-http-violations'

-with-aio' '--with-default-user=squid' '--with-filedescriptors=16384' '--with-dl' '--with-openssl' '--with-pt
hreads' build_alias=x86_64-redhat-linux-gnu' 'host_alias=x86_64-redhat-linux-gnu' 'target_alias=x86_
64-redhat-linux-gnu' 'CFLAGS=-02 -g -pipe -Wall -Wp,-D_FORTIFY_SOURCE=2 -fexceptions -fstac
k-protector --param=ssp-buffer-size=4 -m64 -mtune=generic -fpie' '"LDFLAGS=-pie' 'CXXFLAGS=-02
-g -pipe -Wall -Wp,-D_FORTIFY_SOURCE=2 -fexceptions -fstack-protector --param=ssp-buffer-size

=4 -m64 -mtune=generic -fpie' --with-squid=/builddir/build/BUILD/squid-3.1.23
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> Ubuntu 17.10 DFE (squid & apt-get TAAk—JL)

$ sudo squid -v

Squid Cache: Version 3.5.23
Service Name: squid

Ubuntu linux

1 LI I

configure options: '--build=x86_64-linux-gnu' '--prefix=/usr' '--includedir=${prefix}/include' '--mandir=

(]

${prefix}/share/man' '--infodir=${prefix}/share/info' '--sysconfdir=/etc' '--localstatedir=/var' '--libexecdir=

$iprefix}/lib/squid3' '--srcdir=." '--disable-maintainer-mode' '--disable-dependency-tracking' '--disable-sil
ent-rules' 'BUILDCXXFLAGS=-g -02 -fdebug-prefix-map=/build/squid3-0L3c88/squid3-3.5.23=. -fstack
-protector-strong -Wformat -Werror=format-security -Wno-error=deprecated -Wno-error=format-trunc
ation -Wdate-time -D_FORTIFY_SOURCE=2 -WI,-Bsymbolic-functions -WI,-z,relro -Wl,-z,now -WI,--a

s-needed' '--datadir=/usr/share/squid' '--sysconfdir=/etc/squid' '--libexecdir=/usr/lib/squid' '--mandir=/us

1 '

r/share/man' '--enable-inline' '--disable-arch-native' '--enable-async-i0=8' '--enable-storeio=ufs,aufs,disk

() (]

d,rock' '--enable-removal-policies=lru,heap' '--enable-delay-pools' '--enable-cache-digests

' '--enable-follow-x-forwarded-for' '--enable-auth-basic=DB,fake,getpwnam,LDAP,NCSA,NIS,PAM,
POP3,RADIUS,SASL,SMB' '--enable-auth-digest=file, LDAP' '--enable-auth-negotiate=kerberos,wrappe

r' '--enable-auth-ntlm=fake,smb lm'

--enable-external-acl-helpers=file_userip,kerberos_ldap_group,L.LD

AP_group,session,SQL_session,time_quota,unix_group,wbinfo_group' '--enable-url-rewrite-helpers=fake

' ' 1 L

'--enable-eui' '--enable-esi' '--enable-icmp' '--enable-zph-qos' '--enable-ecap' '--disable-translation' '--wi

th-swapdir=/var/spool/squid' '--with-logdir=/var/log/squid' '--with-pidfile=/var/run/squid.pid' '--with-filed

[ [

escriptors=65536' '--with-large-files' '--with-default-user=proxy' '--enable-build-info=Ubuntu linux' '--e
nable-linux-netfilter' build_alias=x86_64-linux-gnu' 'CFLAGS=-g -0O2 -fdebug-prefix-map=/build/squid
3-0L3c88/squid3-3.5.23=. -fstack-protector-strong -Wformat -Werror=format-security -Wall' 'LDFLAG
S=-WI,-Bsymbolic-functions -WI,-z,relro -Wl,-z,now -Wl,--as-needed' 'CPPFLAGS=-Wdate-time -D_FO
RTIFY_SOURCE=2' 'CXXFLAGS=-g -02 -fdebug-prefix-map=/build/squid3-0L3c88/squid3-3.5.23=. -fs

tack-protector-strong -Wformat -Werror=format-security -Wno-error=deprecated -Wno-error=format-tr

uncation'
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6.6.2  GSS SEEFAIDHI
configure options [Z”--enable-icap-client”NHYFEH A D T, GSS &LEETEEFH A
> Cent OS 7.5 MHE (squid # yum TA U AR—)L)

# squid -v

Squid Cache: Version 3.5.20
Service Name: squid

configure options: '--build=x86_64-redhat-linux-gnu' '--host=x86_64-redhat-linux-gnu' '--program-pref

1 1

ix="' "--prefix=/usr' '--exec-prefix=/usr' '--bindir=/usr/bin' '--sbindir=/usr/sbin' '--sysconfdir=/etc' '--datadi
p p

r=/usr/share' '--includedir=/usr/include' '--libdir=/usr/1ib64' '--libexecdir=/usr/libexec' '--sharedstatedir=/

[

var/lib' '--mandir=/usr/share/man' '--infodir=/usr/share/info' '--disable-strict-error-checking' '--exec_pref

ix=/usr' '--libexecdir=/usr/lib64/squid' '--localstatedir=/var' '--datadir=/usr/share/squid' '--sysconfdir=/et

c/squid' '--with-logdir=$(localstatedir)/log/squid’ '--with-pidfile=$(localstatedir)/run/squid.pid' '--disable-

'

dependency-tracking' '--enable-eui' '--enable-follow-x-forwarded-for' '--enable-auth' '--enable-auth-basic

=DB,LDAPMSNT-multi-domain,NCSA,NIS,PAM,POP3,RADIUS,SASL,SMB,SMB_LM,getpwnam' '--en

able-auth-ntlm=smb_Ilm,fake' '--enable-auth-digest=file, LDAP,eDirectory' '--enable-auth-negotiate=ker

[

beros' '--enable-external-acl-helpers=file_userip,LDAP_group,time_quota,session,unix_group,wbinfo_gr
t=} t=}

LI

oup,kerberos_ldap_group' '--enable-cache-digests' '--enable-cachemgr-hostname=localhost' '--enable-del

" "~ '

ay-pools' '--enable-epoll' '--enable-ident-lookups' '--enable-linux-netfilter' '--enable-removal-policies=he

[

ap,lru' '--enable-snmp' '--enable-ssl-crtd' '--enable-storeio=aufs,diskd,rock,ufs' '--enable-wccpv2' '--enab

[

le-esi' '--enable-ecap' '--with-aio' '--with-default-user=squid' '--with-dl' '--with-openssl' '--with-pthreads'
'--disable-arch-native' 'build_alias=x86_64-redhat-linux-gnu' 'host_alias=x86_64-redhat-linux-gnu' 'C
FLAGS=-02 -g -pipe -Wall -Wp,-D_FORTIFY_SOURCE=2 -fexceptions -fstack-protector-strong --par
am=ssp-buffer-size=4 -grecord-gcc-switches -m64 -mtune=generic -fpie' 'LDFLAGS=-W],-z,relro -pi
e -Wl,-z,relro -Wl,-z,now' 'CXXFLAGS=-02 -g -pipe -Wall -Wp,-D_FORTIFY_SOURCE=2 -fexception

s -fstack-protector-strong --param=ssp-buffer-size=4 -grecord-gcc-switches -m64 -mtune=generic -fp

ie' 'PKG_CONFIG_PATH=:/usr/lib64/pkgconfig:/usr/share/pkgconfig'
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6.7. ARVRSAUDEDRAF YU DETH
% FLLIX. TE URL #3BLTIES0,
https://download.geo.drweb.com/pub/drweb/unix/server/11.0/documentation/html/en/dw_9_ctl_commandline.htm

1) aARURSAUILDRFTYY

# drweb-ctl scan <AF YU HRRD/INZ>

f51)  /home/test ERF ¥ T BHE

# drweb-ctl scan /home/test

FRETE.BHLEZEBRICHL TREFIXITOER A AX v LRRICIRRELZ TGS . TRELGYET,
# drweb-ctl scan --OnKnownVirus QUARANTINE <X ¥ x> 3 & D/ X>
2) BREELI7MILDOEEE
¥ aARURSAUNLDRF YU DR, RHEA T3 ERELGI S IIEEIZETLTEELY,

¥ drweb-configd NEEBISND L. REEENITHOATOVEVWERBORBRITIIVTEINET,
> AXURZAUNLETTEHEE

# drweb-ctl threats --Quarantine all

> Web AU A—TJx—AMNORITTDHIEE
Web 24— x—XIZA%5 142 L. [Threats |5l Active &9y 9 H&. Dr.Web 2K > TEBE MR
SN REECHIBRNITHOR TOELWI 7/ IILO—ENRRIINET,
HEDT7AILEEIRL., [More Actions | R EH) v LK RSNTz Quarantine T 5 &, R LIEA
ThhExEd,

®
Jo)

Bl o

Cure

eic: lgnore hharada Dr.Web Ct nfected archive

@ I V] trojan.inject.sa hharada Dr.web Ct nfected archive |
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https://download.geo.drweb.com/pub/drweb/unix/server/11.0/documentation/html/en/dw_9_ctl_commandline.htm

14:'.
)

3) REEESNI=-D7 /L DHER
> AXVRSAUNLRITTHER

# drweb-ctl quarantine

> Web AUA—TJx—AMNORITTBHIEE
Web 4122—27x—XI[zA5 AL, [Threats M5 Quarantined 129 v0 3 5L, RSN TS T74(
IWEHERRTEET,

6.8. ESS 4r—/ L DR
BEEHD ESSUN—23Y 10 F£=(F/3—232 11D)H—/NZ GSS ###EfLET . ESS H—/\NAf 22— ykZ
BEfich TONIE, GSS ZAVRM—ILLI-H— DMV 2— Ry MIEHL TUOVEWNRETH, EBT7MILDE
FIAEIREICRYET,
EhEEY—/\OEBEEE(ControlCenter) EDRENBETT DT, 7V EATEHRETERLTIZELY,
6.8.1 aAXURIAUMBRITIHIEE
1) ESS H—/\&klY drwesd.pub(RBS) 77 MIILEF HoO—RLET,
http://<IP 7KL ZX>:9080/install/drwcsd.pub
% drwesd.pub Z7AMILIE ESS H—/N\EBIZELGYFET OT, ERET—/\KYAFLTZELY,
2) LTFOITRURERETL,ESS H—NITEBKELET,

# drweb-ctl esconnect --key <path>drwecsd.pub <ESS10 —/\7FL X>:2193

f5) ESS H—/\DOFTRLAA 192.168.1.126. drwesd.pub Z/home/test [ZRTFL TLVNSIEE

# drweb-ctl esconnect --key /home/test/drwesd.pub 192.168.1.126:2193

¥ OEBEY—/I\DIP FRLRAOKR—,EE-S>THEELEGEIE. U TOAYURERTRICEEERRELT
{FE&LY,

# drweb-ctl esdisconnect
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3) ESS H—/NIZfEfHiENnSEMPending - |IDAvE—UMNRRSIN, KBS D EAccepted by ==+ JD AVt
—OMRKRRINFET,

Pending for approval from central protection server

Accepted by tep:// <ESS10 H—/\F7KL X>:2193

4) TZ9H¥h5 ControlCenter IZAT AU LET,

5) [PUFIAIRRYRT =Y A= a—FhRDYV)—h 5, [Status]-[Newbies| ZBEET,

6) RIRINTLDIHER(GSS ZAVA—ILLIzH—NERRRINED)EERL. KELFET,

7 [PoFILNRRYRNT =G 1A a—hROY)—h 5, [Everyonel#BiE. GSS #AV Ab—ILLIzH—/\D T
AV RBDOKRETHHILEHRLET,

8) GSS #A2Rb—ILLI=H—/\ LD /var/opt/drweb.com/bases/drwtoday.vdb A%, BEFSN TV EEHERL
7,

6.82 Web AV8—J1—ZANBETTSEHE
1)  ESS % —/3&Y drwesd.pub(XFAB) 77 ILEF HoO—RFLET,
http://<IP 7KL ZX>:9080/install/drwcsd.pub
% drwesd.pub Z7AMILIE ESS H—/N\BIZELGYFET OT, ERET—/N\KYAFLTZEL,
2) Web A/24—Jx—RIZBJTAVLET,
3) [Settingsl#ovILET,

Update
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4) [Central protection]l#2")voLET,

Settings

General Settings

SpiDer Guard for NSS
SplDer Guard for Linux
SplDer Guard for SMB

Dr.Web ClamD

Scanning Engine
File Checker
Updater

Dr.Web ES Agent
Network Checker
Dr.Web HTTPD

Dr.Web SNMPD

Central protection

Management Web Interface

General Settings [Rootl

All Ini
v General
édmln?r?up I . Not specified
Wigicosin I ..
L{SEC‘Io‘ud‘ o o
F)ET?U{IF?_%L?Y?l o Notice ~
LogVLevreI - . Notice ~
Fos " Ivar/opt/drwcs/log/dss.log
v Paths

PublicSocketPath Mvar/run/.com.drweb.public

5) “Enable central protection mode”|IZFTvIEANET ,

Settings

General Settings

SplDer Guard for NSS
SplDer Guard for Linux
SplDer Guard for SMB

DrWeb ClamD

Scanning Engine
File Checker
Updater

Dr\Web ES Agent
Network Checker

Dr.Web HTTPD

Dr.web SNMPD
Central protection

Management Web Interface

Central protection

Enable central protection mode
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6) KT —NER—FESIP 7RLR:2193)%$8EL. [Browsel/R22%41)v-L T drwesd.pub ZELT-
#. IConnect IIRFVED Y ILET,

Set manually -

Browse...

> Authentication (optional)

Cancel

7 TS59H M5 ControlCenter [CAT AV LET,

8) [FPUFIAINRRYRT = A= a—FRDY)—M i, [Status]-[Newbies] #BIEFET,

9) RIRINTLSIHK(GSS FAVRM—LLIzH—NERRRIINEDEERL. KFEBLFET,

10) Web /> 4#—27x—X £ Tl Connection status] ' Connected |ERRSN TS EEHERELET .

Settings Central protection

General Settings

SplDer Guard for NSS

SplDer Guard for Linux Enable central protection mode
SplDer Guard for SMB tep/ > 0>
DrWeb ClamD I B Connected

15:59:50 Conrected.
Scanning Engine 15:59:50 Conrect ing--
File Checker
Updater

DrWeb ES Agent
Network Checker

Dr.Web HTTPD

Dr.web SNMPD
Central protection

Management Web Interface

%  ESS H—/N\E(tRT 558 (EFEENLNTIHES)IE, “Enable central protection mode”DFxy
DEHLTLIZELY,
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X

Dr.WEE
-
3

6.9.

1)
2)

3)

4)

LIRTID/N—23> D Dr.Web D7 A2 A—)L
squid D7OERZEEFILLET,
UTOaTUREETLET,

# /opt/drweb/remove.sh

LTDAvtE—URRRESNT=5, [YESIEAALT, lEnter | F—%#HLET,

This script will help you remove Dr.Web packages

Do you want to continue? (YES/no)

UTDAYE—UNKRTENT=5, TAIEAALT, MEnter |IF—Z#HLFET,

Select the software you want to remove:
[]1 Dr.Web Agent - Additional files to run Dr.Web Agent in central protection mode (6.0.2.4)
[]12 Dr.Web Agent (6.0.2.4)

~e— % ~e—
[] 13 Dr.Web ICAP Daemon (6.0.2.4)

[] 14 Dr.Web internet gateways documentation (6.0.2.9)

[] 15 Essential third party libraries needed for Dr.Web on x86_64 systems (6.0.2.1)

[
[

17 Dr.Web Monitor (6.0.2.3)

]
]
]
[] 16 Essential third party libraries needed for Dr.Web on x86 systems (6.0.2.1)
]
] 18 Dr.Web Antivirus Scanner (6.0.2.3)

]

[] 19 Dr.Web Updater (6.0.2.7)

To select a package you want to remove or deselect some previously

selected package - enter the corresponding package number and press Enter.

You may enter A or All to select all the packages, and N or None to deselect all of them.
Enter R or Remove to remove selected packages.

Enter 0, Q or Quit to quit the dialog.

All values are case insensitive.

Select:
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5) ZETOEBMNXIELGOTNSIEEHEEL, TRIEAALT, TEnter 1 ¥ —Z2#HLET,

Select the software you want to remove:
[X] 1 Dr.Web Agent - Additional files to run Dr.Web Agent in central protection mode (6.0.2.4)
[X] 2 Dr.Web Agent (6.0.2.4)
o~ B~
[X] 13 Dr.Web ICAP Daemon (6.0.2.4)
[X] 14 Dr.Web internet gateways documentation (6.0.2.9)
[X] 15 Essential third party libraries needed for Dr.Web on x86_64 systems (6.0.2.1)
[X] 16 Essential third party libraries needed for Dr.Web on x86 systems (6.0.2.1)
[X] 17 Dr.Web Monitor (6.0.2.3)
[X] 18 Dr.Web Antivirus Scanner (6.0.2.3)
[X] 19 Dr.Web Updater (6.0.2.7)

To select a package you want to remove or deselect some previously

selected package - enter the corresponding package number and press Enter.

You may enter A or All to select all the packages, and N or None to deselect all of them.
Enter R or Remove to remove selected packages.

Enter 0, Q or Quit to quit the dialog.

All values are case insensitive.

Select:

UTFDAvtE—UhRRENTZ6, TYESIEAALT, lEnter 1 F—%#LET,

A list of packages marked for removal:
drweb-agent-es

~ B ~~
drweb-icapd
drweb-internet-gateways-doc
drweb-libs
drweb-libs32
drweb-monitor
drweb-scanner

drweb-updater

Are you sure you want to remove the selected packages? (YES/no)

Copyright © Doctor Web Pacific Inc. All rights reserved.




N UTOAvE—UNRRENTF-CEEHRELET,

Removing empty installation directories...

Removal of drweb-updater is complete.
#

8) "lete/squid/squid.conf"|TBAEIN TS, Dr.Web EDEEADTEAAVNT OMNET,
> squid /A—23> 3.1 DIFEA DA

icap_service service_1 respmod_precache bypass=0
icap-//localhost:1344/respmod

adaptation_access service_1 allow all
icap_preview_enable on

icap_preview_size 0

icap_send_client_ip on

' icap_persistent_connections on

9) squid DTAEREFRLEL. squid AT yahoo!ZE®D URL [C7 VR TEDEEHRELET,
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BEVORDBOFMEHAEDHREAL, FIRAEL. FEEI=Z2ATILESSRSLY,
F  BEOTHAITOVT, CERWNSTILENAHYELIL, TiE URL KUBKREICEBLEHELEZEL,

https://support.drweb.co.jp/support_wizard/

%X 2%t Doctor Web Pacific

T105-0003 REHEPERXFEHFE 1-14-10 BEFHERFI—E /L 2F
URL: www.drweb.co.jp
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